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The Problem

Users w/o PKI/X.509 cert knowledge need 
immediate instant access to Grid resources

 Establishing initial Grid-RAs 
 Personal identification
 Getting and handling (Grid-)certs
 Handling multiple certs/PKIs

all thought to be cumbersome

but the Grids authN (and authZ) is PKI based
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Solutions (1)

 Community certs
 Robot certs

used in
 Grid-portals / -gateways

 Browser-based, eg. Grid-Sphere or even simple 
Web-form

 Java-based, eg. Eclipse
 Possibly others

Advantage: Grid map files are simple
Drawback: „reduces” every Grid user of a 
portal to one sDN/cert; authZ is handled by 
portal



© 2008 DFN-CERT Services GmbH Slide 5

Solutions (2)

 SLCs & AAI
used with
 gLite
 Grid-portals / -gateways

 Browser-based, eg. Grid-Sphere or even simple 
Web-form

 Java-based, eg. Eclipse

Advantage: Grid-users recognizable, well-
defined ID vetting, authZ at Grid resources
Drawback: AAI necessary, Portals can't store 
the priv keys of their users SLCs because of CP
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Grid-Portals

Grid-portals provide a simple userfriendly GUI 
to model & submit Grid jobs as well as to 
retrieve and display their results

 Implemented as Web-application, -form or 
Eclipse plug-in

 Username/Password or clientAuth (possibly 
Shibbed) credential to log-on to portal

 Anonymous access to predefined Grid jobs 
(running on insensitive data, eg. animal or 
plant DNA)
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Grid-Gateways

Grid-gateways provide a Web-Services API to 
model & submit Grid jobs as well as to retrieve 
their results

In the following slides Grid-gateways are 
considered to be equivalent to Grid-portals. 



© 2008 DFN-CERT Services GmbH Slide 8

DFN-PKI SLCS (1)

 DFN-PKI SLCS and SCLS-CA implemented 
and IGTF accredited planned for end of 2008

 Leveraging Shibboleth based DFN-AAI

 Using GridShib-CA software 

 Embedding of IdP signed SAML attributes into 
SLCs possible
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DFN-PKI SLCS (2)

 Additional features to be developed for the 
DFN-PKI SLCS:

 Low-user-interaction semi-automatic Portal-driven 
subscription to SLCs and derivation of primary 
proxies thereof as well as delegated proxies of 
these

 Automatic interaction with Grid-Portals

 Automatic interaction with MyProxy Credential Store 

to provide the Grid-user with a simple & 
pleasant experience to do his Grid stuff with 
real certs under the bonnet
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DFN-PKI SLCS architecture overview (1)

 Shibboleth DFN-AAI with WAYF localisation 
service

 Shib Identity Provider (IdP) in all participating 
organisations

 IDMS for the IdPs

 Grid-portals (or -gateways) as Shibboleth SPs

 VOMS for the Grid-portals & Grid-resources
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DFN-PKI SLCS architecture overview (2)

 SLCS as Shib Service Provider

 Online SLCS-CA with HSM on a back-end 
server to the SLCS-SP

 JavaWebStart application CredentialRetriever 
(CR) for Grid-users

 MyProxy Credential Store (MyProxyCS)
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Architecture: Grid-Portals

Aside from doing the obvious Grid stuff Grid-
portals need to

 provide a Shib log-on for the Grid-users

 redirect the Grid-users to the SLCS providing 
it with the information for the CR to request a 
SLC & upload a primary proxy of this to the 
MyProxyCS as well as give status information 
back to the portal

 retrive delegated proxies of the primary 
proxies in the MyProxyCS (myproxy-logon) 
with TLS clientAuthN
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Architecture: CredentialRetriever (1)

GridShib CA comes with a JavaWebStart 
application named CredentialRetriever that will 
currently 
 generate a key pair and CSR on the Grid-

users computer
 submits it to a shibbed SLCS
 retrieves the SLC and 
 saves both (key & SLC) in a standard path on 

the Grid-users computer to use at his 
discretion with standard Grid-software

This is far from being a „simple & automated 
experience to get to a Grid cert for portal use”.
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Architecture: CredentialRetriever (2)

The CredentialRetriever needs to do more:

 Derives a primary proxy of the SLC and 
uploads that primary proxy onto the 
MyProxyCS (myproxy-init) making it available 
to the Grid-portal

 Provides feedback to the Grid-portal about 
the status of getting the SLC and generating 
and uploading the primary proxy thereof to 
the MyProxyCS
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DFN-PKI SLCS architecture details (1)
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DFN-PKI SLCS architecture details (2)
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Workflow Phases

 Phase 1 (01-20): User logs on to Grid-portal 
via Shib

 Phase 2 (21-33): User logs on to SLCS via 
Shib

 Phase 3 (34-58): „User” is requesting & 
getting a SLC

 Phase 4 (59-67): „User” uploads a primary 
proxy to the MyProxyCS

 Phase 5 (68-71): Portal is getting a delegated 
proxy from MyProxyCS

 Phase 6 (72-83): Grid-portal/resources using 
the Grid
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Necessary Grid-User Input to get Certs
setup

 Shib log-on to Grid-portal (incl. selection of 
home org @ WAYF)

 Acknowledging the requesting of a SLC from 
the SLCS and the uploading of a primary 
proxy of the SLC to the MyProxyCS by 
clicking an „OK” button.
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Certificate Chain

 SLCS CA cert; valid 10years; key in online 
HSM

 SLC incl. opt. embedded SAML assertion; valid 
1mio secs; key on users machine; key can be 
deleted once primary proxy is on MyProxyCS

 Primary proxy; valid 1mio-2 secs, key in MyProxyCS

 Delegated proxy incl. opt. embedded SAML assertion; valid 
12hrs; key on Grid-portal/gateway/scheduler; automated 
renewal through Grid-portal/GW/sched

 Further delegated proxies incl. opt. embedded SAML 
assertion; valid < 12hrs; key on Grid-resource;  
automated renewal through Grid-ressource

     ▪....
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Open Questions

 Use of alternative/project-owned MyProxyCS 
possible?

 Alternative AuthN of Grid-portal/gateway at 
MyProxyCS via Username/Password possible?

 How about availability & redundancy?

 Is the Grid-portal/gateway the instance that is 
getting the first delegated proxy or
(sh|c)ould it also be the Grid job-scheduler?

 Grid + Portals + SLCS + MyProxyCS + Credential-
Retriever are rather complex. Did we miss a 
simpler path to ease cert handling for Grid-users?
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Thanks
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Request & Retrieval of SLCs issued by
DFN-SCLS-CA

Demo of current

GridShibCA

and

CredentialRetriever
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U
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  Java Runtime Environment (JRE) muss auf dem 
Nutzerrechner installiert sein

  MIME-Type application/x-java-jnlp (Dateiendung .jnlp) 
für Java WebStart muss ggf. auf dem Browser 
eingerichtet werden

Java WebStart (JWS)
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JWS Applikation wird gestartet
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GridShib CredentialRetriever
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SLC (Zertifikat & Schlüssel)
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SLC (Textausgabe)
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            c7:bd:f9:04:da:30:e2:d1
        Signature Algorithm: sha1WithRSAEncryption
        Issuer: C=DE, O=DFN-Verein, OU=DFN-PKI, CN=DFN-Verein SLCS CA - G01
        Validity
            Not Before: Feb  8 13:27:12 2008 GMT
            Not After : Feb  9 01:27:12 2008 GMT
        Subject: C=DE, O=DFN-Verein, OU=DFN-PKI, OU=SLCS, OU=DFN-CERT Services 

GmbH, CN=karlsen-masur@dfn-cert.de
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (1024 bit)
                Modulus (1024 bit):
                    00:86:90:63:8d:81:8b:79:e7:e4:ff:10:c5:33:58:
                    fb:a3:5f:a7:ce:18:1f:93:3f:2b:ea:24:be:da:ab:
                    f5:52:08:20:74:4b:fc:5f:f9:e5:4b:aa:4c:12:ad:
                    47:50:08:9d:40:fe:91:d7:ad:4c:82:bb:1e:25:c4:
                    ac:38:dc:a0:28:e8:20:ee:80:d2:98:65:fd:63:b8:
                    19:ba:a2:e2:4b:5c:e5:85:52:00:08:4a:5e:31:d6:
                    78:4c:bc:80:18:c0:24:6d:a6:3a:0a:6f:70:45:79:
                    30:42:64:f8:80:07:b3:07:0d:94:40:ad:5e:c2:e4:
                    cb:3f:85:30:0a:a4:9d:cc:c7
                Exponent: 65537 (0x10001)
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GridShibCA

Figure taken from GridShib project http://gridshib.globus.org
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Portal Delegation

Figure taken from GridShib project http://gridshib.globus.org
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