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The Problem =

Users w/o PKI/X.509 cert knowledge need
immediate instant access to Grid resources

* Establishing initial Grid-RAs

* Personal identification

* Getting and handling (Grid-)certs
* Handling multiple certs/PKIs

all thought to be cumbersome

but the Grids authN (and authZ) is PKI based
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Solutions (1) — =

Forschungsnetz

= Community certs
= Robot certs

used in
* Grid-portals / -gateways

* Browser-based, eg. Grid-Sphere or even simple
Web-form

= Java-based, eg. Eclipse
= Possibly others

Advantage: Grid map files are simple

Drawback: ,reduces” every Grid user of a

portal to one sDN/cert; authZ is handled by
porta
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Solutions (2) — N

= SLCs & AAI

used with

= gLite

* Grid-portals / -gateways

* Browser-based, eg. Grid-Sphere or even simple
Web-form

* Java-based, eg. Eclipse
Advantage: Grid-users recognizable, well-
defined ID vetting, authZ at Grid resources

Drawback: AAI necessary, Portals can't store
the priv keys of their users SLCs because of CP
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Grid-Portals —DFN_

Forschungsnetz

Grid-portals provide a simple userfriendly GUI
to model & submit Grid jobs as well as to
retrieve and display their results

* Implemented as Web-application, -form or
Eclipse plug-in

* Username/Password or clientAuth (possibly
Shibbed) credential to log-on to portal

* Anonymous access to predefined Grid jobs

(running on insensitive data, eg. animal or
plant DNA)
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Grid-Gateways — =

Forschungsnetz

Grid-gateways provide a Web-Services API to

model & submit Grid jobs as well as to retrieve
their results

In the following slides Grid-gateways are
considered to be equivalent to Grid-portals.

© 2008 DFN-CERT Services GmbH Slide 7



DFN-PKI SLCS (1) —
* DFN-PKI SLCS and SCLS-CA implemented

and IGTF accredited planned for end of 2008
* | everaging Shibboleth based DFN-AAI

* Using GridShib-CA software

* Embedding of IdP signed SAML attributes into
SLCs possible
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DFN-PKI SLCS (2) e

Forschungsnetz

= Additional features to be developed for the
DFN-PKI SLCS:

* | ow-user-interaction semi-automatic Portal-driven
subscription to SLCs and derivation of primary
proxies thereof as well as delegated proxies of
these

* Automatic interaction with Grid-Portals
= Automatic interaction with MyProxy Credential Store
to provide the Grid-user with a simple &

pleasant experience to do his Grid stuff with
real certs under the bonnet
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DFN-PKI SLCS architecture overview (1) .. —

schungsnetz

= Shibboleth DFN-AAI with WAYF localisation
service

* Shib Identity Provider (IdP) in all participating
organisations

= IDMS for the IdPs

* Grid-portals (or -gateways) as Shibboleth SPs

* VOMS for the Grid-portals & Grid-resources
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DFN-PKI SLCS architecture overview (2)_th§_

schungsnetz

= SLCS as Shib Service Provider

" Online SLCS-CA with HSM on a back-end
server to the SLCS-SP

* JavaWebStart application CredentialRetriever
(CR) for Grid-users

* MyProxy Credential Store (MyProxyCS)
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Architecture: Grid-Portals

Forschungsnetz

Aside from doing the obvious Grid stuff Grid-
portals need to

= provide a Shib log-on for the Grid-users

* redirect the Grid-users to the SLCS providing
it with the information for the CR to request a
SLC & upload a primary proxy of this to the

MyProxyCS as well as give status information
back to the portal

* retrive delegated proxies of the primary
proxies in the MyProxyCS (myproxy-logon)
with TLS clientAuthN
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Architecture: CredentialRetriever (1) —DFN—

GridShib CA comes with a JavaWebStart

application named CredentialRetriever that will

currently

* generate a key pair and CSR on the Grid-
users computer

* submits it to a shibbed SLCS

* retrieves the SLC and

* saves both (key & SLC) in a standard path on
the Grid-users computer to use at his
discretion with standard Grid-software

This is far from being a ,,simple & automated

experience to get to a Grid cert for portal use”.
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Architecture: CredentialRetriever (2) —DFN—

The CredentialRetriever needs to do more:

* Derives a primary proxy of the SLC and
uploads that primary proxy onto the
MyProxyCS (myproxy-init) making it available
to the Grid-portal

* Provides feedback to the Grid-portal about
the status of getting the SLC and generating
and uploading the primary proxy thereof to
the MyProxyCS
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DFN-PKI SLCS architecture details (1) —2FN—

Forschungsnetz
-
AuthZ i#ﬂ operated
delegated proxy attributes operatedby  Authz/N info SESrEied O by DEN
Grid-project attributes it
operated + home org

attributes attributes

primary proxy ~ Grid-job . 4 login S selection of home organisation

builder /

Grid-user

Browser
JWS Credential Retriever
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DFN-PKI SLCS architecture details (2) —2FN—

Forschungsnetz

Java

Browser WebStart
GridShibCA-

CredentialRetrigver
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Workflow Phases

Forschungsnetz

* Phase 1 (01-20): User logs on to Grid-portal
via Shib

* Phase 2 (21-33): User logs on to SLCS via
Shib

* Phase 3 (34-58): ,User” is requesting &
getting a SLC

* Phase 4 (59-67): ,User” uploads a primary
proxy to the MyProxyCS

* Phase 5 (68-71): Portal is getting a delegated
proxy from MyProxyCS

* Phase 6 (72-83): Grid-portal/resources using
the Grid
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Necessary Grid-User Input to get Certs __DFN__
setup Pt e

* Shib log-on to Grid-portal (incl. selection of
home org @ WAYF)

= Acknowledging the requesting of a SLC from
the SLCS and the uploading of a primary
proxy of the SLC to the MyProxyCS by
clicking an ,,OK"” button.

© 2008 DFN-CERT Services GmbH Slide 18



Certificate Chain —DFN—

Forschungsnetz

* SLCS CA cert; valid 10years; key in online
HSM

* SLC incl. opt. embedded SAML assertion; valid
1mio secs; key on users machine; key can be
deleted once primary proxy is on MyProxyCS

* Primary proxy; valid 1mio-2 secs, key in MyProxyCS

* Delegated proxy incl. opt. embedded SAML assertion; valid
12hrs; key on Grid-portal/gateway/scheduler; automated
renewal through Grid-portal/GW/sched

* Further delegated proxies incl. opt. embedded SAML
assertion; valid < 12hrs; key on Grid-resource;
automated renewal through Grid-ressource
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—DFN

Forschungsnetz

Open Questions
= Use of alternative/project-owned MyProxyCS
possible?

= Alternative AuthN of Grid-portal/gateway at
MyProxyCS via Username/Password possible?

* How about availability & redundancy?

* [s the Grid-portal/gateway the instance that is
getting the first delegated proxy or
(sh|c)ould it also be the Grid job-scheduler?

* Grid + Portals + SLCS + MyProxyCS + Credential-
Retriever are rather complex. Did we miss a
simpler path to ease cert handling for Grid-users?
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Thanks
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Request & Retrieval of SLCs issued by __DFN_
DFN-SCLS-CA Skl

Demo of current
GridShibCA
and
CredentialRetriever
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£ Gridshib CA - Mozilla Firefox -7 x|

Datei  Bearbeiten  Ansicht  Chronik.  Lesezeichen  Extras  Hilfe

= - @ |_j “lj} ||_| https: f)slcs . poa.dfn, defgridshib-caf :.|"| [}l =]

F

@Lhc globus”toolkit GridShib CA

~3

B Shibboleth.

— (Version 0.4.0)
=rd=hib Home Page

This is the Gridshib-CA (version 04 .07 This software allows you to acquire a shor-lived (< 277 hours) Grid Credential through
your web browser and Shibboleth. After successfully authenticating, a credential will be installed and is suitable for use with
Grid Tools such as GT4,

Mote that as with all Grid credentials this GridShib CA must be trusted by any resources you use and the identity from the
Credentials {(alka the Distinguished Mame or DM} must be authorized (in the grid-mapfile). You may download the
CA-Certificate of this GridShib CA and its signing policy file for installation in Grid middleware here.

For further documentation and the latest release please see hitpdfaridshib.globus.org. Full documentation regarding this
release can be found at httpfgndshib . globus.ora/docs/aridshib-ca-0.4.0

Friorto using the GridShib CA on a new system, please make sure you have the system properly configured. Failing to do so
may cause you headaches as well as being insecure.

The Gridshib-Ca will worls for for any Institution with a Shibboleth server (ldentity Provider, |dP) in the
DFMN-AALTest-Federation that will release an identity to the GridShib-CA . If your institution doesn't have a Shibboleth
ldentity server in one of the Federations named above (or it doesn't release your identity to us), it just won't waork, To become
a member of the DFMN-AALTest-Federation or to get more information about the DEMN-AAl-Test-Federation please wisit its
Website or contact mailto: admin@aal.dfin.de.

- Shibboleth logon via DFMN-AA] Test-Federation
[E

’Fertig slcs.pea.dfn.de | Procey: Mone |§

Prerequisites




I DFN-AAIL-Test: Auswahl der Heimateinrichtung - Mozilla Firefox -7 x|

Datei  Bearbeiten  ansicht  Chronik  Lesezeichen  Extras  Hilfe

Fo.

BT Q._'" o Ld: & https:/fwayf.aai.din.de/DFMN-AAL-Test fwayf i ?shire=https4:3a % 2F % 2Fslcs. pra. dfn. de%2F Shibboleth . s 2FSAMLY2FPOS Taime= = | = | [@ —
. W Deutsches
- Y- Forschungsnetz

WAYF der DFN-AAI-Testféderation

WAYF - Where Are You From

Dies ist der Lokalisierungsdienst der DFM-Test-A41 Sie ardnen Sich hier der Einrichtung zu,
gegeniber der Sie sich authentifizieren méchten. Sie werden auf die Anmeldeseite dieser
Einrichtung weitergeleitet, dort erfolgt die Anmeldung mit hrer persanlichen Benutzerkennung.

Clper A4l - Uber DFM

DFN-AAI-Test: Heimateinrichtung auswahlen

LIm auf Resourcen auf dem Bechner 'slcs.poa. dfn. de! Zuzugreifen ist eine giltige
Benutzerauthentifizierung natio.

|W'Elhlen sie lhre Heimateinrichiung .. j

Alswahlen

¥ suswahl fir die lautende Browsersession speichern.

[ Auswahl permanent speichern und den YWAYF von jetzt an umgehen.

P Der DFM-Yerein empfiehlt, das 'DFM-FPE] Boot CA Cedificate’ in den Webbrowser ZU impartieren.

Fertig wayf.aai.dfn.de &% [ Proxy: Mone | S



I DFN-AAL-Test: Auswahl der Heimateinrichtung - Mozilla Firefox -7 x|

Datei EBearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

¢ - - k{__'d [ = g &= https:|fwayf.aai.dfn.defDFN-AAT-Testiwayf 7shire=httpst 384 2F % 2Fslcs. poa.dfn. dest.2FShibboleth, sso%. 2FSAML ZFPOS Takime= | = | [B

==l

A\ —DFN_

YWahlen Sie lhre Heimateinrichiung ..

Alfred-vwegenerinstitut fiir Falar und Meeresforschung in der Helmholtz-Gemeinschaft
Alfred-wegener-institut fur Palar- und keeresforschung in der Helmholtz-Gemeinschaft (labd Suite)
=3 Grid DERZ Hambiurg

C3Grid Projekt am FIK

DAAS] HF

DFM Berlin 1dF

DFM TestldP

|»

Deutsches
Forschungsnetz

DFMH-CERT Services GmhH

DLR - Deutsches Zentrum flir Luft- und Raumfaht 2.
D

Cemo AAR -
FZ J-Zentralbilbliothelk, g
G55 '
H5-Harz

IFM-GEOMAR
Ludwig-taximilians-LUniversitat Miunchen
FWTH Aachen

FWTH Aachen Test

T Chemnitz =
EWéhIen =ie lhre Heimateinrichtung ... s
Auswahlen |

Iv Auzvwahl flr die laufende Browsersession speichern.

I Auzwahl permanent speichern und den WYWaAYF von jetzt an umgehen.

P Der DFMN-Verein empfiehlt, das 'DFMN-PKI Root CA Certificate’ in den Webbrowser zu imporieren.

Fertig wayf.aai.dfn.de &% | Proxy: None E



JDFN-PKI: Short Lived Credential Service (SLCS) by DFN-PCA WebLogin - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe {:}

¢ - |$ - @ @ @ @ ||:| https://idp.dfn-cert. de/shibboleth-idp/ 3507 shire=https %30 % 2F % 2Fslcs, pra. dfn. de%:2Fshibboleth. sso%2FSAML % 2FPOST&time=1 2 @|7| P] é

DFN-PKI: Short Lived Credential Service (SLCS) by DFN-PCA

Flease login:

uiD |karlsen—masur@dfn

Password [

The resource thatyou have attempted to access requires that wou log in with your sith your
DFM-PEL Short Lived Credential Service {SLCEQJﬁ,r DFR-PCA UIND.

Fertig idp. dfn-cert.de ﬂl Proey: Mone |§



£ Gridshib CA Welcome - Mozilla Firefox -7 x|

Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

<E| - - @ |j "Sj" ||_| https:jislcs . pea.dfn.defogi-binglogin. cgi l“|v| [}] =

@Lhe globus toolkit GridShib CA

-

0y Shibboleth.

— (Version 0.4.0)
=rdShib Home FPage

Welcome karlsen-masur@dfn-cert.de

Your Gridshib-CA X 509 identity from this CA will be:

Globus Grid-Mapfile Format:
{C=DEO=DFMN-Yerein/QU=DFMN-FKIOU=5LCSOU=DFN-CERT Services GmbHICHN=karlsen-masun&idfn-cert.de

Standard RFC 2253 Format
ChH=karlsen-masuri@din-cert de OU=DFMN-CERT Services GmbH,OU=5LCS OU=DFMN-PKI,O=DFM-Verein C=DE

Get your Grid Credential

Credential Lifetime: & Default {12 hours) © Cther: 12 Haours (277 max)

| ‘Press here to generate and download Grid credential I

YWhen the Credential Retriever application completes, you may click on the following button to return to the main Gridshib CA page or simply close
this browser window,

Feturn to Gridzhib CA main page |

Copyright 2007 The Board of Trustees of the University of llinois. Impressum

Fertig slcs, pea.din.de ﬁl Proey: Mone |§



Java WebStart (JWS) W

Forschungsnetz

= Java Runtime Environment (JRE) muss auf dem
Nutzerrechner installiert sein

= MIME-Type application/x-java-jnlp (Dateiendung .jnlp)
far Java WebStart muss ggf. auf dem Browser
eingerichtet werden

Offnen von create-jnlp x|
Sie machten folgende Datei herunterladen:

ﬂ create-jnlp
Warm Typ: JMLP File
Won: https:jfslcs. poa.dfn.de

~ ‘iie soll Firefox mit dieser Datei verfahrent?

* Offnenmit | Java(Tr) Web Start Launcher (Stan... j

" Auf Diskette/Festplatte speichern

IV :Fiir Dateien dieses Typs immer diese akkion ausfihren:

Die Einstellungen kinnen unter ‘Extras’ = ‘Einstelungen...' = 'Inhalt’
geandert werden,

K abbrechen
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JWS Applikation wird gestartet —>/V—

Forschungsnetz

Java- starting...
x

Die digitale Signatur der Anwendung wurde verifiziert. «
Mochten Sie die Anwendung ausfiithren? =~

Mame: Gridshib CA Credential Retriever (v0.4,00
Urheber: PN: DFR-PEI Code Signing

Yon: htkps: ffslcs, pea,dfn.de

[ Inhalten dieses Urbebers immer sertrauen.

ausfihren I abbrechen |

Anwendung wird gestartet... x|
Diie digitale Signatur worde won einer wertrauenswiirdigen T-
Quells Gberprif,

Die Anwendung wird gestartet.

Mame: Gridshib CA Credential Retriever (e0,<,00
Urheber: GridsShib Project

¥Yon: https: fislcs. poa. din.de

htkps: islcs. pca.din.de/gridshib-caj
| i Abbrechen

L T L T R
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GridShib CredentialRetriever —PFN—

Forschungsnetz

t% GridShib CA Credential Retriever - O] x|

GridShib CA Credential Retriever wersion 0.4.0
Copyright 2007 The Board of Trustees of the Liniversity of linois.
Funning...
Generating cryptographic keys...
Generating cedificate request...
Connecting to GridShikh-CA server...
titing credential to CHDOKLIME~T\karlsenLOKALE~T"Templea0Yup_u_karlsen
SuUCCess.
Fress Ok to close application.

OK
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SLC (

Zertifikat & Schlussel)

Diakei Bearbeiten Ansicht  Einfdgen  Formakt 7

=10 x|

D= S ] o |5=|a-]

Driicken Sie F1, um die Hilfe aufzurufen.

MITCSTCCACTgAwIBAgTJAM=eO+0TaMOLMMAOGCSgGa ITh3DOERBQUANFoxC s AJBV
BAYTARRFMEMwEQYDVOOEEwpERKA £ VW y Z W LuMB AwD gV DV OOLEwdERKA L TEL INSEY
Hu¥DVOODExhERK4t VoW y W1 uIFNHO 1 g0 EgL3BHNDEwHhe M DorwM ) A4 M THwND M2
WheNMDgwMj ASMDEwNDMZ Wi CEiDELMAKGAITEEhMCREUE= ARBgVEAC TCKRGTi1W
ZEJ1aM4xEDACBgVEASTEORGTI 1030k D TALEgNVELA=sTEFNNO1 M H= AdBgVEL=ST
FRRGTi1DEVIUIFN lcnZpYe2VeIEAL Vg I AgBgVELANUGTE hemx 2 ZWA L WF =dAXJ 4
ZGZul M lenonEGTvg 25w oY JE0 E ThweNAQEEEQADgYOAMIGI Ao GEAT EDOFNEES A
+PNTEBFrSEAE/DEalBY lavE/ 2 W18 AAgt J0mur a3 U0wWVHHIR Mg/ WEBNUSC LFHgu
RIcBEIJNVEe iWheDeViTu7oZ4FhCpCkdRGHYeTh TERM gEL S 6 QU1 saougEgOCPERha
AT Thgt YERCkgwIxF luEZbEnOZme 5 r AgMBALAEwD OV IEo Z ThweNAQEFBOADgYER
AEENEBYwivpke 7V IQQG28+pe9GpxiviEnDG/ wirZ TpoBeL Eknf MNWKO TS Z0F LglloQ
SwidV1gEFt35)ELxLgeeSudERV QL TAeCucOBLpSYEElafm¥P4v101cWGx3qEEir
2323 Wo+wlUTAWIe jxEvelHétoBmZushTulDAS Ve LogqCkLHI4F v I 1ekNE,/ C IgnQiF
Btzk0J1TuyOhet 8P +gkeMBADZ 5,/ TIEMgd 1GeWCCDULGHEtqd Pk C00ph i Y= jxLEp
beNEZU=eI8/ 1138 Uxb,/ VTdudwEqoF+gDuPWITEiBENEaVt gx 53 t wh 6 Gpwr QHEKS
nS0ON £/ JhoxSLELE/ tWEnWVs=

MITCHQIBAAKBgOCWOEhTY3ul v e ARa+3gF /9BGiAVETr3,/91teQATILSdIrgiyg
KINMFRx/ UeS5oP luvDVEgpRRALKSHAS TVEI VI3 A3 1¥0280ENuBYOqOpHUE TH Lo Ty
YTPehG+ekFDHNWLghIDgj vkY gl IO04YLWIEQp IMCHR AL W15zt pno ¥ owIDAQLE
RoGAdeDLvEBuizZwer IRNSvgpNEeBkWgI9Lquof JRekUSHh+Dirul Cjy3IM9E, ecEd
A3 JTQoUwFGOIfHeVice JHGYF2WkELl intaROUh SWE/ usENtadWOUM1oweE sL3exw
DeoidhVTyegValbert A1 1P ThxRfuxEvCn+VESBRkh 63 fCEECOODs28deBFwaVido
gMNEo+Z2x7? Y jecl3 A3 UE+7zMViNUEDpD 1wl hPY PR3 pO9P 1DEEadr 423D Tew jmG7 M
C2wPzTTZAKE RowmfpLUrogHdek+D?0iwFk30dDbkop87 X0gftk+eY0dry/ TJCVhe
BFivcudloaOMs3intc IDI6GFodRpLPavREYwIBAM I gLl x ZFn? 1o b8y ChQikhJhsy
goloimGmiGYouf zE1FWESFTNLEPRALMIKEG=REwvkiHM+JTELZ iBdkWe 6ZECOOCE
rizZQVAOVbh jPUEOMWEEZbNf0EF uyygkRL70ayvdqyxbWEFE18b+EpGiGe /g3 ThFrz
eR3x0cdmish0B3 00V sEw3 ARBNEf iBygLgE 1 AYe3 U4 YkOe A=s2 wHB 4G 1PhO70GewTx W
enT+elsBghCxyT1ln8YOEIvEzd2 JoixTo7ud2iPP=14+r ML

[ 4

=4
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SLC (Textausgabe)

Certificate:
Data:
Version: 3 (0x2
Serial Number:

)

c/7:0d:£9:04:da:30:e2:d1
Signature Algorithm:

Issuer: C=DE,
Validity
Not Before:
Not After
Subject: C=DE,

Subject Public Key Info:

Feb
Feb
O=DFN-Verein,

GmbH, CN=karlsen-masur@dfn-cert.de

shalWithRSAEncryption
CN=DFN-Verein SLCS CA - GOl

O=DFN-Verein,

OU=DFN-PKT,

8 13:27:12 2008 GMT
9 01:27:12 2008 GMT
OU=DFN-PKI,

Public Key Algorithm:
(1024 bit)
(1024 bit):

RSA Public Key:

Modulus
00:
fb:
£5
477
ac:
19
78 :
30:
cb:

86:

a3

:52:
:50:

38

tba:
tbc:
04 :

4dc

42
3f:

Exponent:

© 2008 DFN-CERT Services GmbH

90:
:5f:
:20:
9d:

08

08:
:dc:
e
80:
£8:
30:

az

85:

a’l

a0

65537

63:

8d:
:ce:
74 :
40 :
128
4b:

18

80:
Oa:

rsaEncryption

:e8

:c0
07

81:
18:
4b:
fe:

5c:

ad:
(0x10001)

1f

91
: 20

8b:

fc:

eb:
124
:b3:
9d:

79:
: 93
5f:
:d’7/
tee:
:52:
ao:
Od:

85

od:
07:
ccC:

e’/

:3f:
£f9:
rad:

80

c’/

:ed:
2b:
eb:
4c:
:d2:
00:
3a:
94 .

OU=SLCS,

82

ff:
ea:
1b:

98:
08:
Oa:
40 :

10:
:be:
4c:
le:
fd:
Se:
70:

24

aa:
:bb:
65:
4a:
6f:

—DFN

Deutsches
Forschungsnetz

OU=DFN-CERT Services

: 33

12
25
63
31

1C2

da:

45:

:58:
ab:
rad:
:c4:
:b8:
:do6:
79:
:ed:
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GridShibCA

—DFN

Deutsches
Forschungsnetz

CA
(OpenSSL or

MyProxy)

Unprotected Shibboleth-protected CGl (7)
. GridShib oo ” generate getTrusted
index.htm| CA.iar login.cgi create-jnip Cred.pl CAs.pl

web browser

(4a)

JNLP File

Figure taken from GridShib project http://gridshib.glob

© 2008 DFN-CERT Services GmbH

Credential-
Retriever JWS
#% application

Trusted CA
Certificates
and Policies
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Portal Delegation e

Forschungsnetz

CA

Application Portal __GndShib-CA (OpenSSL or
Shibboleth-protected CGl
1 MyProxy)
(4)
gridshib-ca-demo-portal.cgi portalLogin.cgi gg?:(;i:? V

(3,5)

(1,6) (2) Server

—— e —— —————— — —— — — o ———— ————————— ——— — — —————— —

Client

web browser

Figure taken from GridShib project http://gridshib.globus.org
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