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Plus 2
1) Message from Tony Genovese about his current activities. DavidG on behalf of the PMA sent our thanks for his past contributions and best wishes for the future.

2) Mike Helm has written a document to explain the current process used to build the  IGTF trust anchor distribution and what relying party can expect from the distribution. VDT has always seems to have difficulty with the IGTF distribution, this documents aims to help clarify some of the issues. Perhaps one should invite VDT to participate in the continued elaboration of the document.

Document available at http://tagpma.es.net under IGTF Distribution paper.
Running through the document, a number of open questions were answered and stylistic changes were made. 
Should add some text about considerations such as the consequences of installing the distribution in conjunction with other additional site specific required CAs. The document should describe the relationship between the distribution and TACAR repository, grid middleware (VDT, EGEE, etc.)
If system administrators have doubts with regards to the CA keys they should check them against those in TACAR. Not all CAs are currently in TACAR. Should think about making the depositing of the CA root certificate in TACAR part of the IGTF CA accreditation process. The TACAR process actually fills a gap in the accreditation process in the sense they verify who runs the CA.

DavidG will list all CAs which are in the distribution and not in TACAR.

The distribution contains accredited, experimental and worthless CAs. The process also supports the inclusion/exclusion of individual CAs. 
Other groups often wish to distribute their own sets of CAs. It is possible that they could make use of/adopt the same process used here. 
The distribution is disseminated in various forms/formats. For example, the Java Key Store (which contains the CAs with key lengths less than 4095). The distribution rpms have an internal signature and the installation bundles have a detached signature both signed with a dedicated IGTF Distribution PGP key.  Note that RPMs only allow one signature (there also some restrictions on the type of key used). Some relying parties require the distribution to be resigned. How can we maintain all of the signatures? Appears that Acrobat supports multiple (nested) signatures.
Jens will look at writing a document to describe how to write a signing policy file. The namespaces file is generated from the signing policy. The exception being for CAs which belong to hierarchies. There is an existing document that describes the format of the namespaces file.

Copies of the IGTF Distribution PGP Key is kept securely. It would be prudent to have a copy kept outside of The Netherlands. Perhaps the other two PMA chairs should keep a copy.
The document should also talk about the Backup procedure. 

Action: Mike will go through the document once more and then pass it to David to look at around mid October. It should be published as an IGTF document.

The following step would be to identify where improvements could be made to the process.

3) Service Level for CA operations.
VDT throws away the existing CRLs at each CA update, and therefore necessitating a high number of CRL requests. This of course, throws up errors for unreachable CRLs and expired CRLs. How should these errors be addressed? Admins often have great difficulty contacting the problem CAs. David would like an acknowledgment to the warning messages even though they are sent out automatically, just for the purposes of indicating that the CA is aware of the problem.
Need to define what the response time should be to problems in general? What happens if someone doesn’t meet this deadline? 
Nagios monitoring (http://signet-ca.ijs.si/nagios) provides statistically information relating to CA availability. Should the PMA require a certain level of availability? CAs are supposed to be operated on a best effort basis. It is not just a question of fetching the CRLs (expired CRLs or inaccessible CRL for more than 12 hours), contacting the CA can be a problem too. One the other hand, some countries have very poor network bandwidth, and this out of the hands of the CA. 
Could we convince each CA to run a web cache/proxy for CRLs? Other distribution technologies mentioned (bit torrent, Coral). Milan will look up the details for web caches.

4)PGP Key signing and Thawte Registration.
See www1.es.net/pub/keyrings

5)CA Software development/improvements
Armenians are looking to develop their own CA software. Christos says HellasGrid is continuing to develop their own CA software as well. They didn’t like the fact openCA for example couldn´t be integrated with their existing services. Christos wanted something which did more than just manage certificates, but instead managed users. pkiIRIS (Spain) also have an in-house solution. Milan thinks EJBCA is a good solution. Yesterday CSP CA was mentioned.
Action: First develop a requirements matrix and then ask people evaluate existing solutions.

6)CAOPS-WG 
5 active documents: Grid Certificate Profile submitted to OGF and is open for public comments. Everyone should read this document. It would be nice if you could provide comments on the GridForge web site. 

a) The OCSP Requirements for Grids document has been in the pipeline for a while now. The evolution of the document seemed to have slowed and previous thinking was to shelf the document. Mike says that although parts of the document are no longer relevant, the issue of a trusted responder is still a useful service and worth describing. The title seems to be misleading.
Christos: perhaps should also talk about what are “our” requirements from OCSP in light of our difficulties with CRLs
Milan: Proposes that we just scrap this one and write a profile document from scratch.
David: suggests a change in the title to something like “An approach using a trusted responder for certificate revocation in grids”.

OCSP support available in openSSL since 0.9.7.a? Can Alan McNabb add OCSP to gridsite? Also don’t we need some sort of evaluation or experiment? What do we want to show/measure exactly? What is the scalability this approach, freshness of the information etc.? 
Milan - Web caching would be a much cheaper solution. Both have similar notification problems in the case of failures. 
Which is the better behaviour for clients? Both firefox and Vista can use OCSP. 

But writing a profile and doing an experiment are different things
Proposal (for Seattle):  Mike will try to write something on OCSP in grids.
b) Relying Party defined Namespace Policies 

Document is quite incomplete and requires significant restructuring. David thinks there are parts of the document that are useful but has no time before Seattle. Jens plans to carry out a thorough revision of the document. 

Mike – what do the names mean? The goals of the document are unclear. 
David – Need a mechanism to identify if a (e.g. non-IGTF) CAs is issuing certificates in the namespace of another (e.g. IGTF) CA and how prevent/avoid it. 
c)Audit Guidelines

Yoshio has written an initial version based on his experience. Expect other will be willing to contribute once they have been through the self-audit process.

d)Authentication Service Profile 

Hasn’t been modified recently, but is near to being completed.

Jens´s Soap Box on EE certificates.
Comment: Jens doesn’t think the X509 certificates that we issue should be used for encryption.

But signatures are interesting, but must first differentiate between automatic signatures and intentional signatures. Opposing definitions adopted by the US and UK. Propose to use the term Intentional Signature. The purpose is to give intentionally signed documents have some value.
Bob: Non-repudiation seems to be the weakest key usage. Jens was thinking of adding “evidential weight” to the digital signature.  

Bob: Once an email client is opened and the key is enabled, the key is generally kept available (and exposed?) within the client. User could argue that a virus sent the signed email. Even intentional signatures may not be intentional.
Code Signing, can CAs assert some level of assurance with certificates with this key usage enabled?

Robots certificates to be renamed Project certificates but maintain the former´s characteristics (e.g. anonymous, stored on hardware tokens).

Assurance

Should certificates describe how their private stored? 
The CA cannot ascertain whether or not user has changed how the key is stored after the request. Can we encode the age of the keys in the certificate? 

What is the value of this information to the relying party? Allows each relying party to decide what level assurance they give to a given certificate.
This is moving to levels of assurance and while relying parties would like this, client side software just doesn’t support it (yet). [EUgridPMA have suggested to EGEE developers to allow the software on the client side to parse the OID in a certificate]

Levels of assurance have been defined elsewhere (e.g. US standard), so certificates could specify their LoA. Should LoA information be considered private or public information?
Recommend that OID (1.2.840.113612.5.2.2.x) of the Authentication Profile be put into EE certificates. Jens would like to have arcs for things like private key protection, identity vetting, etc. Robots should assert the private protection OID amongst other things.
